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BlueChips Technology 
A premier Mixed Signal Product Company 

SIB8132L
Fingerprint Processor 

 
General Description 
The SIB8132 a Single chip of Bio-Crypto device offers a highly secure access 
control system. It integrates a 32-bit microprocessor with two 8k byte cache, one 
512k byte flash memory, large system SRAM and powerful I/O to provide a high 
performance biometric security system which is built in a proven finger print 
extraction algorithm (winner of International Fingerprint Verification Competition 
2000) and Public Key Infrastructure (PKI) function. 
 

Applications 
• General locking device 
• Car security 
• Desktop computer access 
• Private/secret key deployment 
• Access control and monitoring 
• Phone, keyboard, door, safe 

access 
• Toy, electronic pets 
• Replace keypad password 

Features 
• Powerful I/O interface : UARTs, I2C 

(Master/ Slave), Wireless interface and 
32 General Purpose I/O control 

• Enrolment/ De-enrolment and 
Authentication can be performed 
through UART or wireless interface 

• Once owner is enrolled, other users of 
the same device can only be enrolled 
with owner’s approval. 

• Ownership is transferable if granted by 
current owner 

• Provide 512K byte of built in flash memory 
for fingerprint template storage and 

• No reading of the confidential area in 
flash memory is allowed 

• RSA key pair are generated internally, 
only public key is allowed to be read 
externally, private key is always resided 
in the silicon 

• Provide maximum security as the 
biometric matching is performed in the 
silicon 

• Provide a set of protocol through UART 
for external MCU to control the crypto 
function, biometric verification and I/O 
logic function 

• Support most of the fingerprint sensor 
in the market, like Fujitsu and Atrua 
sensor, etc. Allow plug in for new 
sensor type 

• Power management for maximizing 
battery life for mobile devices 

 

Functions 
The three basic functions: 
• Basic Stand Alone: Capable to 

enroll (Read an finger print image 
from sensor), De-Enroll (Search 
and remove the related finger print 
data) and authenticate (Read the 
finger print image and match with 
the stored template) 

• Internal MCU emulation: Allow to 
utilize the internal MCU emulation 
to interface with the external 
devices 

• External MCU: capable to 
interface with external MCU to 
communicate the finger print 
authentication result. 

 
 

• Built-in AES algorithm for data encryption

application programming
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Block Diagram 
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Block Description 
 

The device embedded a high performance 
32-bit CPU with two 8k byte of cache, one 
for data and one for instruction. With the 
16x16 multiplier built in, the Dhrystone 2.1 
benchmark reports 1550 
iterations/sec/MHz. This translates to 0.9 
dhrystone MIPS/MHz. There are also two 
24-bit timers and one Interrupt controller 
provided. Other interface are described 
below 
 
 
UART interface 
There are altogether three UARTs in the 
device. The UART supports data frame 
with 8 DATA bits, one optional PARITY bit 
and one STOP bit. The UART bit rate is 
programmable. 
With different drivers, UART can function 
as RS232, RS422 or RS485 transmission. 
 
 
Wireless interface 
The wireless interface provides a RF 
(remote) communication path to the 
external device. Build in preamble 
detection, serializer with buffer full/half full 
interrupt, data bit encoder/decoder to 
transmit/receive PWM in various baud rate.
For a low cost solution, a discrete tank 
circuit can be constructed to perform OOK 
transmit and only a single-chip receiver 
(OOK) is required for receive. 
 

Fingerprint interface 
For maximum performance, the 
parallel interface to the fingerprint 
sensor is used. Other interface like 
UART or SPI is also available. 
Besides, plug-in program can be used 
to customize the new sensor type. 
 
 
General purpose IO Port 
The 32 general I/O port can be 
configured as input or output. 8 of the 
GPIO bit have been configured for 
basic functional mode. 
 
 
Serial Peripheral Interface 
SIB8132L act as a SPI master can 
access up to 4 SPI slaves externally. 
It can be operated with a clock rate of 
up to 20MHz.  
The SPI serial flash available in the 
market can be used for user data 
memory expansion. 
 
 
I2C Interface 
With 4 dedicated I2C pins, SIB8132L
can be a I2C master and a I2C slave 
simultaneously. I2C Slave: The device 
ID is 1011. Supports 128 bytes auto 
increment addressing at 100Kbps, 
post write and prefetch read interrupt 
and hardware acknowledge 
generation. I2C Master:  
Supports programmable clock 
frequency, including 100Kbps and 
400Kbps transfer, multi-master bus 
busy detection and frame-end 
interrupt and acknowledge detection. 
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Packaging 
 
LQFP100 (14x14x1.4) mm
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Pin Description 
 

 
 
 
 
 
 
 

 
Pin  
 

Name Type Function 

System Interface Pins 
12 RESETN INPUT (Schmitt) System reset 
14 XIN_CLK INPUT 
15 XOUT OUTPUT 

Crystal input (10 to 20 Mhz) 

91 NO_FLASH INPUT ‘1’ on this pin indicates there is no 
flash memory being connected. 

100 DIAGNOS INPUT ‘1’ on this pin cause the device to run 
diagnostics test before going to 
normal operation upon reset. 

76, 77 BAUD_SEL[1:0] INPUT Baud rate setting upon boot up: 
00 = 230400 
01 = 115200 
10 = 9600 
11 = 4800 

General input/output ports 
1,2, 3,5,6,7,9 PIO[0:6] IN/OUT 

IN: Schmitt  
OUT: OD 16mA 

For switches/LEDs 

10 PIO[7] OUTPUT (16mA)  
88,92,93,94,
95,96,97,98 

PIOX[8:15] IN/OUT 
IN: Schmitt  
OUT: 16mA   

 

32,33,34,35,
36,37,38,39 

PIOX[16:23] IN/OUT 
IN: Schmitt  
OUT: 16mA   

 

40,42,43,44,
45,46,47,48 

PIOX[24:31] IN/OUT 
IN: Schmitt  
OUT: 16mA   

 

Wireless interface pins 
11 PWM_O OUTPUT (8mA) PWM output  
17 PWM_I INPUT (Schmitt PU) PWM input 
I2C interface pins 
73 SDA IN/OUT 

OUT: OD 8mA  
I2C slave serial data/address line 

75 SCL INPUT I2C slave clock 
83 MSDA IN/OUT 

OUT: OD 8mA  
I2C master serial data/address line 
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Pin  
 

Name Type Function 

84 MSCL IN/OUT 
OUT: OD 8mA  

I2C master clock 

UART interface pins 
22 TXD1 OUTPUT (8mA) UART1 transmit 
23 RXD1 INPUT (PU) UART1 receive 
25 TXD2 OUTPUT (8mA) UART2 transmit 
26 RXD2 INPUT (PU) UART2 receive 
27 TXD3 OUTPUT (8mA) UART3 transmit 
29 RXD3 INPUT (PU) UART3 receive 
SPI  interface pins 
56 MISO INPUT (PU) SPI master serial data input 
55 MOSI OUTPUT (8mA) SPI master serial data output 
53 SCLK OUTPUT (8mA) SPI master clock  
49 SS0 OUTPUT (8mA) Slave select 0 
50 SS1 OUTPUT (8mA) Slave select 1 
51 SS2 OUTPUT (8mA) Slave select 2 
52 SS3 OUTPUT (8mA) Slave select 3 
Fingerprint sensor Parallel  Interface Pins 
57 VERID_A OUTPUT (8mA) Fingerprint sensor  index/data register 

select  
59 VERID_CE1N OUTPUT (8mA) Fingerprint sensor  chip select 

command  
60 VERID_RDN OUTPUT (8mA) Fingerprint sensor  read command  
61 VERID_WRN IN/OUT 

OUT: 8mA 
Fingerprint sensor  write command  

63,64,65,6
7,68,69,71,
72 

VERID_DATA[7
:0] 

IN/OUT  
IN: PU 
OUT: 8mA 

Fingerprint sensor data bus 

Power Management pins 
21 WAKEUPN INPUT (Schmitt PU) Active low wake up pin 
19 WAKEUP INPUT (Schmitt) Active hi wake up pin 
18 PREAM OUTPUT (4mA) Full preamble Detected 
Test control interface :  
81 TESTN INPUT (PU)  
80 SCAN_EN INPUT (PU)  
79 SCAN_IN0 INPUT (PU)  
30,31,32 SCAN_OUT[2:0

] 
OUTPUT (4mA)  

No Connect pins 
30,31,89 NC   
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DC Parameters 
 Absolute Maximum Ratings 

Parameter Ratings Unit
Operating Temperature Range (Topr) -40 to +85 oC 

Storage Temperature Range -40 to +125 oC 
Maximum IO Supply Voltage, VIO +3.6 V 

Maximum Core Supply Voltage, Vcore +2.75 V 

Maximum Input Voltage +5.00 V  
 

Recommended Operating Conditions (GND = 0V, Topr = 0 to 70oC) 
Parameter Symbol Pins Conditions Min Typ Max Unit

IO Supply Voltage 
VIO VDD_IO, 

VDD_NVM Normal 3.0 3.3 3.6 oC 

Core Supply Voltage Vcore VDD_CORE Normal 2.25 2.5 2.75 oC 
Input High Level VIH   2.0   V 
Input Low Level VIL     0.8 V 

Output High Level VOH   2.4  VIO V 
Output Low Level VOL   0  0.4 V 

Clock Frequency FC XIN_CLK, 
XOUT VIO =3.0-3.6 V 10.0  20.0 MHz

*Normal operating current Icore    75  mA
*Sleep mode current Icore    20  uA 

Note : * Preliminary reading at room temperature 
IO Current (Iio) depends on external connection, for minimal IIO at sleep mode: 

all pull up pins must be at VIO and all pull down pins must be at VSS   

Finger Print Verification Specification  
Finger print template size 360 byte / fingerprint template 
Maximum finger print templates 250 
False Acceptance rate (FAR) < 1 in 10000 
False Rejection rate (FRR) < 1 in 1000 
Verification time (100 templates) < 1 sec 

   
 
 

 
Power pins 
90 VDD_NVM  3.3v for internal flash 
41 VSS_NVM   
8,24,66,82 VDD_IO x 4  3.3V for I/O Pads 
13,16,62,7
4 

VSS_IO x 4   

4,20,54,70 VDD_CORE x 4  2.5V for Core 
28,58,78,9
9 

VSS_CORE  x 4   
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All Rights Reserved. 
Specifications are subject to changes without notification. 
@ Copyright 2008 BlueChips Technology, Silicon Solutions Division 
www.bluechipstech.com 

 

Singapore 

BlueChips Technology Pte Ltd 

 
No. 18 Boon Lay Way 
TradeHub 21 #09-94/95 
Singapore 609966 
 
Tel : +65 6501 0511 
Fax: +65 6501 0515 
 
Email: info@bluechipstech.com 
 

 
 

Hong Kong 

BlueChips Technology (HK) Ltd 
 
Unit 1101-1103, 11/F, Yardley Comm. Bldg., 
3 Connaught Road West, Sheung Wan, 
Hong Kong 
 
 
Tel:   852 2776 7968  
Fax:  852 2776 8997  
 
Email: info@bluechipstech.com 
 

 

Malaysia  

BCT Technology Bhd (HQ) 
 
Lot G4, Incubator 3 
Technology Park Malaysia 
Bukit Jalil, 57000 Kuala Lumpur 
Malaysia 
 
Tel: 603 - 8996 8088 
Fax: 603 - 8996 8087 
 
Email: info@bluechipstech.com 
 

 


